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This past 
summer
, the state IBR Program
 
conducted training sessions held in Bristol, Roanoke
,
 Lynchburg
, Norfolk, Richmond and Prince William County
. These 
six 
sessions provided “Level One” IBR training, focusing on IBR concepts and definitions, to 
personnel in all 
reporting agencies in Virginia.  Th
ere has been interest expressed for “Level Two” training. We hope to be offering that training in the near future.
During
 the IB
R
 training sessions
 we received a number of questions. For the benefit of all agencies we have answered those questions in the FAQs (Frequently Asked Questions) section on the IBR website.  
Anomaly Detection
We continue to expand our list of anomalies. Currently, we identify over twenty different anomalies that we send to reporting agencies on a quarterly basis. For IBR purposes, an anomaly can be thought of as any data field or combination of data fields that initially appears to be ‘out of the ordinary’ or ‘unusual.’ It is important to keep in mind that an anomaly may indicate a data error 
OR
 there may
 
be no error. 
We ask agencies to review the incidents that we have identified and resubmit any that need correction.
 If after checking you determine the anomaly to be correct, nothing else needs to be done regarding that particular case. 
 
A few examples of the anomalies include:
Incidents reported as an aggravated assault may actually be a simple assault.   The incident was reported as 13A aggravated assault with (1) personal weapon or no weapon used AND (2) minor or no personal injury to the victim.  Most aggravated assaults involve a weapon (other than personal hands/feet/fists) AND/OR result in a major injury.  This would apply to assaults on law enforcement officers as well
 
(i.e., assaults on officers should not automatically be reported as aggravated).  
Reporting
 both a burglary (220) offense and a larceny offense (23A – 23H)
 is a common anomaly
.  The FBI considers larceny-theft as an element of burglary and, therefore, should not be reported as a separate offense if associated with the unlawful entry of a structure.  Property stolen in connection with a burglary is to be reported as part of the burglary, not as a separate offense of larceny.  For most burglaries only a 22
0 offense should be submitted; h
owever, there are scenarios during which both a burglary and a theft occur.  For example, if an offender breaks into a home and then also steals a bicycle from the front lawn, a burglary (220) and an 'all other larceny' (23H) should be reported.   Please contact the State IBR office with any questions about specific cases.
 
A drug/narcotics 
(
35A
)
 incident where drugs are seized requires a 'Suspected Drug Type,' 'Estimated Quantity' and 'Type of Drug Measurement.'  The value of 'XX Not Reported' is acceptable for the 'Type of Measurement' ONLY as a temporary value while a drug is being sent to a lab and awaiting results. The FBI requires that this field be updated and conducts periodic computer checks to ensure that the XX codes appearing on incident reports are replaced by specific units of measurement and quantities.
Incidents that
 include an individual victim with unknown demographics (age, sex and/or race).  We understand that this information may not be known for all individual victims, especially in those circumstances where victims obtain warrants directly from a magistrate.   
Weapon
 law violation offenses
 (520)
, 'unknown weapon - code 95', 'no weapon - code 99', or 'personal weapons - code 40' are being reported in Field 13A Type of Weapon Involved.  These weapon types do not meet the criteria for a 520 offense, which is defined as the "violation of laws or ordinances prohibiting the manufacture, sale, purchase, transportation, possession, concealment or use of firearms, cutting instruments, explosives, incendiary devices or other deadly weapons."  
A Credit Card/Automatic Teller Machine Fraud offense (26B) is submitted with the credit/debit card (property description of 09) as the stolen/defrauded property.  The property description reported with this offense should list what type of property was fraudulently obtained by using the credit/debit card. The card itself should not be reported with this offense in most cases.  Theft of the card would most often be reported as a separate larceny-theft incident
 (23F-H)
.
The following information is not usually sent out in the quarterly anomaly lists, but is often misinterpreted. 
In the UCR/IBR program, there is no attempted murder
/non-negligent manslaughter.  Murders are non-negligent manslaughter must be completed to qualify for IBR purposes. If the 
murder
/
non-negligent manslaughter
 was attempted, the
 offenses must be coded as aggravated assaults (13A).  If you use the code of 09A 
(
homicide
)
, the offense will be submitted as ‘completed’ and the incident will be counted an actual homicide.
 
There appears to be some confusion between automatic and semi-autom
at
ic firearms. An automatic firearm is defined as a firearm that continuously fires as long as the trigger is pressed; an example would be a machine gun, also known as a ‘fully automatic’ weapon.  A semi-automatic firearm fires one round with each individual trigger pull and release. 
In the most situations firearms listed will 
NOT
 be an 
automatic firearm
. Therefore a
gencies must not include 
the ‘A’ as a suffix for field 13B
.  
For example, if
 a semi-automatic 
firearm
 was used
,
 the appropriate code is 
11
; if an automatic rifle was used the code should be 
11A. 
Please note, in the vast number of cases the weapon(s) used will be semi-automatic.
The FBI defines cargo theft as the taking of any cargo in transit from the point of origin to the final destination. To be considered cargo, the items must be part of a commercial shipment and in the supply chain. Any example would include freight on a truck being transported from warehouse to store for distribution. More pertinent information can be found on the IBR website under IBR Publications by selecting ‘Cargo Theft- One Page Summary’. 
) (
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After a multi-year and multi-phase endeavor, 
Virginia State Police (
VSP
)
 implemented the final phase of the AFIS to Integra-ID project 
in May
,
 2014.  The implementation followed training sessions for VSP and local agencies across Virginia on the use of the new system for ten-print, latent, and 
a
rchive processing.  Additionally, all ten-prints, palm prints, and latent prints from AFIS were converted and stored in the new Integra system.  New Integra-ID workstations were installed at VSP and the remote AFIS sites providing automated and manual 
ten-print and latent functionality on the new platform.  The new platform provides Mobile ID functionality, dynamic workflow management capabilities, and redundant hardware architecture.  
In 2014
, NEC was ranked first for matching accuracy by the 
U. S. National Institute of Standards and Technology (NIST).  NEC’s press release can be viewed at the following URL:
 
http://www.nec.com/en/press/201408/global_20140821_02.html
)
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Group A Arrests 
Statewide, the Group A offense nine month preliminary data figures for 
2013
 and 
2014
 are as follows
:
Group A Offenses 
2013
2014
Percent Change
Nine Months
Murder/Non-negligent 
238
239
0.4
Kidnapping/Abduction
1,098
1,106
0.7
Forcible Rape
1,063
1,042
-2
Other Forcible Sex Offenses
2,529
2,520
-0.4
Robbery
3,246
3,061
-5.7
Aggravated Assault
6,827
7,286
6.7
Simple Assault & Intimidation
69,087
66,482
-3.8
Arson
720
663
-7.9
Extortion/Blackmail
100
145
45.0
Burglary
19,445
16,710
-14.1
Larceny Theft
101,479
97,159
-4.3
Motor Vehicle Theft
6,238
5,707
-8.5
Counterfeiting/Forgery
4,277
4,314
0.9
Fraud Offenses
21,680
24,853
14.6
Embezzlement
1,856
2,028
9.3
Stolen Property Offenses
1,064
990
-7
Damage/Vandalism of Property
47,063
45,097
-4.2
Drug/Narcotic Offenses
42,777
42,294
-1.1
Non-Forcible Sex Offenses
134
139
3.7
Pornography/Obscene Material
746
861
15.4
Gambling Offenses
36
35
-2.8
Prostitution Offenses
777
938
20.7
Bribery
13
19
46.2
Weapon Law Violations
6,524
6,496
-0.4
TOTAL
339,017
330,184
-2.6
) (
We have found that Multiple Arrest Segments Indicator [Data Element 44] continues to be problematic for agency personnel to enter properly. Because IBR arrest figures report one physical arrest of one individual (regardless of the number of charges), agencies should be aware that the incorrect use of this element will have the effect of either showing an artificial increase or decrease of arrests. The “C” [count arrestee] code should be used if the physical arrest of one offender is associated with (and thereby clears) more than one Group A incident. When this occurs, a “C” should be used to count th
e arrest for which the offender was apprehended. For any other Group A incident that is cleared by this arrest, this field should be coded “M” (Multiple). For IBR purposes this will provide a correct count of arrestees as well as cleared cases. For an offense in which the offender has not been linked with any other Group A incident, the code “N” (Not Applicable) should be used.   
)

 (
Statewide, the Group 
B
 
arrest
 nine month preliminary data figures for 
2013
 and 
2014
 are as follows
:
Arrests 
Adult
Juvenile
Adult
Juvenile
Adult 
Percent Change
Juvenile Percent
Change
Nine Months
 
2013
2014
 
 
Group A
94,239
9,793
91,815
9,169
-2.6
-6.4
Group B
132,550
9,252
123,462
8,475
-6.9
-8.4
TOTAL
226,789
19,045
215,277
17,644
-5.1
-7.4
Comparing preliminary nine months’ data for 
2013
 and 
2014
, the number of Group A and
 
Group B
 
arrests both experienced declines for adults (-
2.6
% and -
6.9
% respectively).
  Similar decreases were noted for juveniles.  
There were fewer Juvenile
 Group A and
 Group B arrests during
 t
he first three reporting
 
quarters of 
2014,
 than in 
2013
 (
-6.4% and 
-
8
.
4
%). 
YEAR-END CONSIDERATIONS
The final date for submitting 
2014
 data that will be included in 'Crime in Virginia' and 'Crime in the U.S.' is quickly approaching.  
Based on prior years,
 
mid-
March of 
2015,
 will be the deadline to submit any revisions, updates, and/or corrections to 
2014
 crime and arrest data that will be published in the state and federal reports. These numbers are based on data t
hat agencies submit error-free; therefore, any incidents with unresolved or outstanding errors are not counted in statistical information. 
We suggest that on the day after you submit each IBR file, you check back on the website and view the 'error report.'
 
 The 'error report' includes descriptions of any errors.  It is also important to verify that data intended to be submitted was actually included in the IBR file and was accepted. 
 
Occasionally, an IBR file may appear on the website as 'processed.' 
 
However, the error report will show that no data was accepted because the IBR file contained a fatal error, such as an incorrect agency name.
 
 In addition, it is a good idea to verify that you've submitted the appropriate monthly IBR file. 
 
We've seen cases where an agency has submitted the same IBR monthly file multiple times in error. 
Please contact the state IBR Program office with any questions or concerns.  As always, thank you all for your efforts to make the state's crime data as complete and accurate as possible.
) (
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Over the past years the Virginia Missing Children’s Clearinghouse and Virginia Missing Person’s Clearinghouse ha
ve
 authorized a facsimile of the SP-183 and SP-67 in lieu of submitting the actual forms.  In the past three to four years
,
 agencies have dramatically changed and altered the wording, criteria, and general information within the SP-183 and SP-67.  Some agencies have removed the signature blocks and deleted required information that is on the SP-183 and SP-67
;
 such as the applicable conditions
,
 Disability, Endangered, and Involuntary.  There are several agencies that have developed their own form to the point that they submit more than fifteen pages as part of their facsimile of the two-page SP-183 and SP-67.
As a result of the vast array of forms received
,
 it has become difficult for the clearinghouses to read and interpret all the different forms received.  This was made evident when the Crime Commission looked into the process and recommended a change in the process.  The Department o
f
 State Police Executive Staff reviewed these recommendations
,
 and decided 
effective July 1, 2015
, 
the Clearinghouse
s
 will no longer accept facsimile copies of the SP-183 or SP-67. 
 
On July 1, 2015
, any agency taking a report of a missing child as defined by §52-32
, 
Code of Virginia
, must complete and submit the Virginia Missing Children Information Clearinghouse Report SP-183
,
 and submit the form to the clearinghouse as required by §15.2-1718
, 
Code of Virginia
.  No facsimile copies of the SP-183 will be accepted on any case originating after June 30, 2015.
Also on July 1, 2015, any agency taking a report of a missing adult must complete and submit the Virginia Missing Person Information Clearinghouse Report SP-67 and submit it to the clearinghouse as required by
 
§15.2-1718.1
, 
Code of Virginia
.  In all cases not designated by statute, the SP-67 must be submitted to the clearinghouse within two 
(2) 
hours of taking the report in compliance with VCIN rules and regulations.  No facsimile copies of the SP-67 will be accepted on any missing person case originating after June 30, 2015.
Copies of the SP-183 and SP-67 reports can be obtained by referring to the Missing Persons section of the VCIN Operating Manual
,
 or visiting the State Police Website at 
http://www.vsp.state.va.us/
.  To obtain an electronic copy from the State Police Website follow the instructions
 below
:
Click on “Forms & Publications”
Under “FORMS”, click “Missing” 
Select the form you need a copy of
Select the Microsoft Word Format
Click open
After the form is opened, you can print it or save the form in your computer file as a blank form.
You can also fill in the forms and print them
,
 or save them in your computer file.
We recommend that your agency begin updating your procedures so that you can prepare for this change in procedure for those agencies that currently do not use the SP-183 or SP-67.  By beginning the change now
,
 we hope that it allows adequate time for you to transition to the new policy.  
)
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At 
the
 December
,
 2013 CJIS Advisory Policy Board meeting, the Board approved the recommendation to allow the owning agency of a Wanted Person Record the capability to place a locate (LW) on its own record, effective August 2, 2015. 
This change requires that the agency place a detainer on that record, when and only when, the apprehending agency incorrectly locates a Wanted Person Record, or fails to place a locate on a Wanted Person Record.
A locate message 
cannot
 be used by the agency that placed the record in NCIC 
unless
 the apprehending agency:
Incorrectly places a locate on a Wanted Person Record 
or
Fails to place a locate on a Wanted Person Record. 
In that case, the ORI of the record may place a locate on its own record with the 
requirement
 that they 
place a detainer
 on that record.  
Are You Properly Sanitizing and Disposing of Your Electronic Media?
It is not uncommon when watching the news to hear of instances where sensitive data was not removed from electronic media before it was reused, donated, or sold.  An example of this is a recent incident involving VCU Health Systems where they donated CD’s with patient data to children’s art projects for almost 2 years.³
An alarming statistic from a Computerworld 2009 article states that 40% of all hard drives purchased on eBay contain sensitive information.  Kessler International conducted the survey where they purchased 100 hard drives ranging in size from 40GB to 300GB.  Some of the hard drives contained information that had never been erased or overwritten.  The average computer user could easily retrieve any information from these hard drives.  They also referred to April 2006
,
 where Idaho Power Company had sold a disc on eBay with confidential employee information.  Also noted in this article
,
 was in 2007
,
 where a hard drive purchased contained information from the Arkansas Democratic Party.²
O
ver the last year
,
 while conducting audits
, the VCIN audit team has also noticed
 that not all agencies document the steps taken to sanitize or destroy electronic media.  Without the proper documentation in place
, agencies are
 vulnerable to 
the 
accidental release of confidential criminal justice information.  Criminal Justice 
a
gencies should have
,
 in place
,
 a plan that addresses how they sanitize or destroy electronic media in compliance with the current FBI CJIS Security Policy.  These plans must use the minimum standards as detailed in the FBI CJIS Security Policy.  
) (
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FBI CJIS Security Policy, Version 5.3, August 4, 2014, outlines the proper sanitization of electronic and physical media.  Section 5.8.3 provides the minimum standards for electronic media which states:
“The agency shall sanitize, that is, overwrite at least three times or degauss electronic media prior to disposal or release for reuse by unauthorized individuals.  Inoperable electronic media shall be destroyed (cut up, shredded, etc.).  
The
 agency shall maintain written documentation of the steps taken to sanitize or destroy electronic media.  Agencies shall ensure the sanitization or destruction is witnessed or carried out by authorized personnel.”
 
¹
Beginning with the 2014 audits, all agencies 
were
 required to provide sampling documentation in regards to electronic media sanitization and disposal along with a copy of their agency policy concerning sanitization and disposal of electronic media.  These safeguards and others enumerated in the FBI CJIS Security Policy are intended to prevent the unauthorized dissemination of criminal justice information.  With a well established plan and procedures that are strictly adhered to, you will prevent your agency from making headlines and prevent criminal or civil action taken against you or your agency.
To read more about the VCU donations, visit 
http://www.richmond.com/news/local/vcu-health-system-mistakenly-donated-cds-with-patient-data-to/article_fee34391-802a-5e51-9981-973828344826.html
.
  
For more information about Computerworld’s article on hard drives bought on eBay, visit 
http://www.computerworld.com/article/2530795/data-center/survey--40--of-hard-drives-bought-on-eBay-hold-personal--corporate-data.html
. 
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